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??????????? 1.1? SYN Flood, ICMP Flood, Application-Based Bandwidth
Attacks????????????? HTTP Flood? SIP Flood??Application-Based
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(Src IP : victime)
(Dst IP : Broad cast)
ICMP Echo Reply
(Src IP : Server)










































?????????????????? EBM (Equation Based Method)????????
?????????????????????????????????EM (Expectation












































????????????????????? PAPM (Parameter Auto-adjustable Packet








































































































































































?? (??? A,??? B,??? C)? (2, 0, 1)???????????????1=2??
???????????????????????????????????????
????? 2?????????????????????? (4, 0, 2)???????



















































Index of sub-sampling (t)
Flows
Packets












???????????0  t  n???????????????????? st ???
1  t  n? st 1 < st ??????????????????? i?????????








































?? Ft (Flows)?????????????????? Bt (Packets)???????
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???????????????????????????????????????






























????t = 0?????????????????? s = 1)????????????



































??????? ft;j ???????????????? f0;i ????????
3.4.1 ????????






i    (i+ 1) 
1  ( + 1)  (3.11)
???????????????????  ???????????????????
????????????????????? n????????? s???
 = sn (3.12)
?????????????? i????????????????????????








































d0t(i) = 1 (3.17)
27
??????????1  d0t(0)??????????????? PMF????????
??F0 ????? F 00 ?????Ft ??






????f 00;i ??d00(i)? F 00 ???










?????????????????????????????? j; (j  i)?????
????? l0t;i;j ??????
l0t;i;j ? f 00;i ???
l0t;i;j = pi;jf
0
0;i; (1  i; 0  j) (3.21)
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???????????????????????????????? j ??????




l0t;i;j; (0  j) (3.22)
??????? f 0t;0???????????????????????????????
???????????????????????????? f 0t;0 ?????????
?? F 00 ????
f 0t;0 = F
0




????????? i????????????? j ????????????????
? (3.21)????????????????????????????????????
????????????????????i????????????? f0;i ????
??????? f0;i ??????? f 00;i ?????ft;j ?????????






; (1  i; 0  j) (3.24)
????????????????? l0t;i;j ????????????? u0t;i(j)????
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4. F 00  Ft1 d0t(0) ????
5. f 00;i  d00(i)F 00; (1  i)????
6. f 0t;0  F 00   Ft ????






; (1  i; 0  j)????




t;i(j)ft;j; (1  i)????
????????1. ?? 5. ??????????6. ?? 7. ???????????
??8. ?? 9. ?????????????
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? 3.1: ???????
??????? ??? ???? ?????? ?????
Abilene III KSCY to IPLS 2004/06/02 35 seconds 1,909,039 173,549
WIDE Upstream 2008/03/20 15 minutes 12,906,294 1,734,260
CAIDA CHIC to SEA 2008/07/17 36 seconds 29,949,060 2,520,710
3.5 ????




????? OC192c????????? Indianapolis? Kansas City????????
?????????WIDE???????????????????????????
WIDE???????? 150?????????????????????CAIDA?
???????????????????????? Chicago? Seattle?? Tier 1 ISP
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(c) s = 1024











































(c) s = 1024











































(c) s = 1024



































































































































?????? ???? ???????? ????
??????? 1? ?? ?????
????? ?? ?? ????
 ??????? (TF )
????????????????

























?????? PC?????????????????????????? SINET [74]
?????????? 4.3???????????? OS??? OS X?Windows 7?






??????????????????????? Google Maps [75] ? Bing
Maps [76]?????????????????? Google Docs [77]? Sky Drive [78]?
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? 4.2: ?????? OS?Web????
OS Web????
OS X 10.6 Firefox 6.0.2
OS X 10.6 Safari 5.1
Windows 7 SP1 Firefox 6.0.2
??????????????? Youtube [79]? Ustream [80]???????????
?????????












































?????OS X? Firefox????????????????????????? 4.4
???????????????????????????????????????
??? 4.3??????????????????????????????????




??????? 4.4(b) ??Google Docs ????????????????????
???????????????????? PC?????????????????
????????????????????????????



































































































































































































































??????????? (V )?? d????????????? Rd ????????
































?????????Rd;1 ???????????????? vd;1 ?????
vd;1 = p(1  p)d 1 (5.1)
59
???????????? (V )? N ??????????????????? Rd;1 ?
???????????? nd;1 ??
nd;1 = Nvd;1 = Np(1  p)d 1 (5.2)































































???? 5.4 ? k = 30 ???????????????????????????












































t0=Lk;t1 ;a| {z }
k d
Nk;t0;a (5.7)





























?? Nk;t0;a ?????????????? (5.7)??
Nd;i;a = ld;i;aNd+1;i;a (5.12)
????ed;i;a ????
ed;i;a = ld;i;aed+1;i;a (5.13)

































































?????PAPM (Parameter Auto-adjustable Packet Marking) ????5.3.1 ??
5.3.2 ????????????????????????????????????
? 5.6 ? PAPM ???????????????????????????????
????????????? (1???)???????????????????? IP







??????????????????? HCPPM (History Cashing based Proba-
























???????? p(H)d+1;i;a ??????????????????? p
(T )
d+1;i;a ??????






























































































???? 5.7?????????? (5.22)??????? (p00d;i;a)?????????
? (5.21)??????? (pd;i;a)?????????????????????????
????????????????????? (5.5????????)????? 5.7(a)
???p00d;i;a???????????????????????? pd;i;a???? 1; 920?
???? 8%????????????????????? 5.7(b)?????????
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???????p0d+1;i;a = 0 ???????????????????????????






????????????? l0d;i;a?????????? a????????? pd;i;a??
????? PAPM????????????
1. ?????????????????????????????????????
?????? a??? sd;i;a; ud;i;a ? l0d;i;a ??????
2. ???????????????????????ud;i;a  ud;i;a + 1????







4. p0d;i;a = 0??????????????????p
0
d;i;a  p0d;i;a ????
5. p0d;i;a = 0?????p
0
d;i;a  1:0????









8. pd;i;a > 1:0?????pd;i;a  p0d;i;a ????
9. pd;i;a = 1:0??????????????????pd;i;a  p0d;i;a ????












????????? hd;i ???T ????????????????? HCPPM???
?????????
1. ???????? qd;i ???????????
2. ????????????????? a??? sd;i;a ??????
3. sd;i;a  sd;i;a + 1????
4. pd;i;a  Tsd;i;a ????
5. pd;i;a > hd;i ?????pd;i;a  hd;i ????
6. ?????????????????pd;i;a  1:0????










Number of marking packets
(32 bit)
version IHL TOS Total Length
Identification Flag Fragment Offset
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Total number of packets generated by attackers and clients
p’’d,i,apd,i,a
(b) ?????????
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? 5.8(a)?? PPM?????????HCPPM? PAPM????????????
????????????????????????????????????????
??????????????????????PPM?? 6; 566??HCPPM?? 947










?????????????? 5.8(b)?? HCPPM? PAPM???????????
????????????????????????????????????????
???????????????????????????????????????
? 150??? PAPM??HCPPM???????? 50%?????????????











?????????? PPM??????????????????? 5.9? Pd;i = 0:2
??? PPM??????????????????????????????????
?HCPPM? PAPM??????????????????????????????
?????? 1; 000?????????????????HCPPM? PAPM?????























???? HCPPM ????????? qd;i??????????????????
????????? hd;i ?????????????? ????????? T ???
(T = 150)????? 5.10?????????? 0:01?? 0:9???????????










??????????? qd;i = 0:7????????????????????????
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Probability of packet sampling
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Maximum probability of packet marking
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